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Natural hazards impact interdependent infrastructure networks that keep modern society functional. While a va-
riety of modelling approaches are available to represent critical infrastructure networks (CINs) on different scales
and analyse the impacts of natural hazards, a recurring challenge for all modelling approaches is the availability
and accessibility of sufficiently high-quality input and validation data. The resulting data gaps often require mod-
ellers to assume specific technical parameters, functional relationships, and system behaviours. In other cases,
expert knowledge from one sector is extrapolated to other sectoral structures or even cross-sectorally applied
to fill data gaps. The uncertainties introduced by these assumptions and extrapolations and their influence on
the quality of modelling outcomes are often poorly understood and difficult to capture, thereby eroding the
reliability of these models to guide resilience enhancements. Additionally, ways of overcoming the data avail-
ability challenges in CIN modelling, with respect to each modelling purpose, remain an open question. To address
these challenges, a generic modelling workflow is derived from existing modelling approaches to examine model
definition and validations, as well as the six CIN modelling stages, including mapping of infrastructure assets,
quantification of dependencies, assessment of natural hazard impacts, response & recovery, quantification of CI
services, and adaptation measures. The data requirements of each stage were systematically defined, and the
literature on potential sources was reviewed to enhance data collection and raise awareness of potential pitfalls.
The application of the derived workflow funnels into a framework to assess data availability challenges. This is
shown through three case studies, taking into account their different modelling purposes: hazard hotspot assess-
ments, hazard risk management, and sectoral adaptation. Based on the three model purpose types provided, a
framework is suggested to explore the implications of data scarcity for certain data types, as well as their reasons
and consequences for CIN model reliability. Finally, a discussion on overcoming the challenges of data scarcity
is presented.

1. Introduction

Critical infrastructures (CIs) are responsible for the supply of essen-
tial services and goods. They are organised in sectors which have intra-
and inter-sectoral dependencies. Owing to such dependencies within
(intra-sectoral) and across (intersectoral) components of different crit-
ical infrastructure (CI) sectors, critical infrastructure networks (CINs)
are formed. Disruptions in one sector can lead to impacts in other sec-
tors and cause chain effects [1,2]. The role of Cls in society’s safety and
security is receiving increasing acknowledgement due to an increasing
number of threats such as extreme natural events, military conflicts,
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global pandemics, and cyberattacks, and the demand to increase their
resilience is ever growing.

The purposes that CIs serve are versatile, and societies’ reliance on
them is not easily conceived due to the complex arrangements and de-
pendencies between CI sectors. This especially applies to densely popu-
lated urban environments which sustain themselves owing to an equally
dense CIN. One way to capture CIs’ supply of essential services and goods
is by utilising models. Invariably, representing the multifaceted pur-
poses of CIs results in similarly multifaceted modelling approaches, on
which comprehensive overviews can be found in the literature [1,3,4].
Such CIN models may analyse direct disruptions caused, for instance,
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by natural hazards as well as indirect disruptions caused by cascading
effects transmitted through dependencies [5]. In addition to the analysis
of disruptions, CIN models are used to develop measures and quantify
their effectiveness for every step of the disaster risk reduction cycle [6—
8], which ultimately plays a key role in improving the resilience of cities
with regard to previously introduced threats.

Invariably, CIN modelling approaches rely on a range of data and
information inputs. Data acquisition for modelling inputs poses a chal-
lenge, which was also identified by the United Nations [9]. The chal-
lenge of gathering input data may limit the potential utility of CIN mod-
elling approaches in contributing to the evaluation and management of
resilience in urban environments for coping with natural hazards. There
are several reasons for the lack of availability or accessibility of these
data, such as the data protection of CI users, data confidentiality of CI
operators, sensitivity of CI and their essential services during conflicts,
and unawareness of the benefits and data needs of CIN models. Despite
the challenges in data and information availability and accessibility, CIN
modelling approaches are becoming a popular tool for capturing larger-
scale interdependent infrastructures, disruption, and cascading effects.
Lack of data and information is often complemented by assumptions in
all stages and data types of the modelling process, which may affect the
quality of the output and thus the reliability of the decision made based
on the CIN model outputs. The first component of a solution is to bridge
the gap between missing data and information. Categorisation of the
data types needed for CIN models is the fundamental step required for
filling the gap. [10] and [11] outlined the need for data and methods
to support empirical and predictive assessments of CI resilience. How-
ever, currently, very few systematic reviews are available on the types of
data needed. Second, a discussion of the implications of data availability
and accessibility on model characteristics is needed. Model character-
istics are further defined as the capabilities, attributes, and reliability
of CIN modelling approaches and their output. Discussions on the im-
pact of data scarcity on models in general are given in [12]. Very few
discussions have focused on how these assumptions are made to over-
come data scarcity and how they affect the quality and aptness of CIN
model characteristics to make actual judgements. These exchanges may
lead to more thorough data acquisition practices, enable dialog with
potential data providers, and lead to a better assessment of CIN model
results.

The presented work provides a categorisation and explanation of
data input types for a more systematic way of thinking about data needs
and assumption implications. For each data input type, a definition is
given, as well as literature references to existing datasets if available
or approaches in need of this data type. The categorisation is based on
individual stages within a generalised CIN modelling workflow. The pre-
sented work is delimited in two important dimensions: the purpose that
CIN models fulfil is to define the specific needs for data. For example,
the vulnerability of CIN to cyber-attacks and the identification of main-
tenance needs of infrastructure require different information and data.
In the present work, the scope is limited to only considering extreme
natural events as impacts to CIN to explore the intricacies involved, but
the defined methodology is generally applicable. The various techniques
to derive the features of natural hazards, such as numerical modelling,
data-driven, or empirical methods, are not outlined in this work because
the focus is on the impact of extreme natural events on the exposed CIN.
Another limitation is the explicit focus on CIN modelling approaches
conventionally termed “network-based approaches” [3] or “graph-based
modelling approaches” for gathering data needs. The represented mod-
elling approaches are further referred to as CIN modelling approaches.
These approaches have subcategories, such as flow-based network mod-
els, which treat the flow of commodities through the CIN as the driv-
ing characteristic. Another sub-category which is also included in this
work are topology-based network modelling approaches, which concen-
trate on the functionality of CI assets based on topological attributes of
the network as defining characteristics. Other sub-categories for CIN
modelling approaches, such as agent-based or system-dynamics-based
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approaches, must be mentioned in this context but are not considered
explicitly further on because of their more specific data needs.

In the introduction chapter, the background and motivation of this
work were outlined, and a short review of the literature was presented.
The main purpose of this paper is to provide an overview of data needs
for CIN modelling and a framework to assess potential repercussions
of data scarcity. Therefore, a generalised modelling workflow and its
stages were derived. Based on every stage, the required input data types
are categorised, and the literature is presented for each data type possi-
ble. Subsequently, a framework is suggested to assess the implications of
data scarcity on the CIN models. Three case studies are introduced with
a focus on one missing input dataset per category, the assumptions nec-
essary owing to the missing data, and the resulting effects on the model
characteristics. The present work then discusses how to overcome data
scarcity and concludes the paper (cf. Sections 4 and 5).

2. CIN modelling stages & data
2.1. A generalised CIN modelling process in stages

As previously mentioned, a wide range of data needs may be en-
countered in different CIN modelling approaches. To capture these in a
systematic manner, a broadly formulated and generic multi-stage mod-
elling process is derived, inspired by work stages frequently encoun-
tered in previous studies on CIN network modelling [1,3,7]. Each stage
forms a category which is examined separately for their data needs (cf.
Section 2.2). It is noted that this categorisation is not exhaustive but
serves as a starting point for the development of CIN modelling studies.
Fig. 1 shows these stages, as well as one overarching stance. The defini-
tion of the model purpose drives every single stage at the beginning of the
modelling assignment. It is not necessarily driven by data, but drives the
data need. The stage of validation, calibration, and plausibility evaluation
overarches the entire process because it can be applied to all modelling
stages as well. Thus, validation and model purpose have a distinctive
role in the graphical representation of Fig. 1 at the beginning and end.
Additionally, Fig. 1 shows these stages as individual components which
are included and considered depending on the modeller’s preferences.
Some modelling workflows only consider certain predefined stages.

By definition, models are simplified representations of nature or sys-
tems. Thus, the first stage of modelling is outlining the model purpose,
which is defined by the intention that applies to CIN modelling efforts.
Rather than requiring much data per se, the purpose of each study fo-
cuses on the choice of modelling approach and, consequently, data re-
quirements. The purpose frames expectations on the usability and types
of results which the model should eventually provide (for instance, de-
cision support for strategic planning, information for disaster manage-
ment, creation of knowledge, awareness building) and specifies users
and target groups (such as academic researchers, utility providers, reg-
ulators, etc.). Overall, the model purpose is to determine other model
characteristics, such as system boundaries, potential output, and the tar-
get group. An in-depth discussion of the relationship between model pur-
pose, data needs, data availability, and model characteristics is given in
Section 3.

The next stage is defined as the mapping of infrastructure assets. The
intention of this stage is to set up a network representation of the CI un-
der study, considering their topological characteristics. This includes the
transformation of information on physical infrastructure components
into network modelling elements, such as nodes and links or vertices
and edges. Nodes represent individual entities, and links represent the
dependencies between those entities.

Consecutive to asset mapping is the quantification of dependencies. In
this stage, dependencies within the CIN (intra-sectoral) and between dif-
ferent infrastructure networks (inter-sectoral) are identified, quantified,
and included as explicit network model elements.

The next step is the quantification of CI services for the assembled
network. The objective of this stage is to obtain a quantifiable extent of
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Fig. 1. Generalised stages of critical infrastructure network modelling workflow for hazard with the boxes including the data types required in those stages.

the service levels provided by the CIs under study, including information
on the service area, recipients of the services, and demand patterns for
these services.

In the stage of impacts of natural hazards, the exposure of infrastruc-
ture assets to natural hazards and their consequences are considered.
Knowledge is needed on the area and type of natural hazards causing
structural damage or disruptions of CI functionality, as well as on the
impact-functionality relationships linking infrastructure damage to their
ability to provide their services.
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The subsequent stage involves the appraisal of adaptation measures.
The target of this stage is to evaluate the effect of measures (designed for
adaptation, mitigation, or other purposes) implemented at any potential
level of the system under study (i.e. infrastructure network components,
dependencies, network structure, etc.) on a specified target metric.

The steps of the disaster risk reduction cycle are approximated in the
following stage determination of response and recovery. The objective of
this stage is to analyse the post-disruption behaviour of the modelled
system and its trajectory until it reaches a certain performance state
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(such as pre-disaster service levels or a new status quo). Not consider-
ing the response and recovery leads to an inaccurate representation of
disruptions and, ultimately, an incomplete representation of CINs under
the impact of extreme natural events.

The final stage is the validation, calibration, and plausibility evalua-
tion of previous individual stages and refers to the examination of the
system behaviour with sufficient accuracy. This stage can consist of cal-
ibrating the input parameters, checking for plausibility, or verifying the
input and output data [13,14]. Several model validation approaches ex-
ist [15,16] that entail different data requirements. Usually, this is per-
formed by comparing the field or experimental data to the model out-
puts, referring to the same (or a sufficiently similar) scenario. Finally,
it must be noted that model validation should also be conducted ac-
cording to the model purpose, rather than aiming to achieve a perfect
representation of the studied systems.

2.2. Data needs derived from CIN modelling process stages

Grounded in the stages of the generalised modelling process defined
in Section 2.1, an in-depth literature review was conducted to collect
frequently occurring data needs, types, and, if available, potential data
sources. These data types are introduced for every modelling stage, as
shown in Fig. 1. Every icon indicates a type of data and information that
can be relevant for CIN modelling.

2.2.1. Mapping of infrastructure assets

Spatially explicit modelling studies start out with a need for geospa-
tial information on CI component locations as point elements and occa-
sionally as polygons describing infrastructure extent. Depending on the
spatial scale and geographical region of interest, the availability of such
information is highly varied; infrastructure location data may be readily
accessible, curated, and openly provided through official (e.g. govern-
mental) sources, as by the Homeland Infrastructure Foundation-Level Open
Data of the U.S. Department of Homeland Security [17] or the Geopor-
tal of the Swiss Federal Administration [18]. The only way to obtain
infrastructure data in less affluent regions is to rely on crowd-sourced
mapping platforms such as OpenStreetMap, which often have unknown
quality and completeness ratings [19]. Besides regional differences in
data availability, certain infrastructure sectors are notorious for data
scarcity: road infrastructure, for instance, is relatively well mapped and
available [20] because the availability of its location is a prerequisite for
its usage. Many subterranean components tend to have mapping gaps,
which impede large-scale risk analysis, as is common in the water sector
[21]. Further data scarcity concerns arise from resolution issues, that is,
when detailed sub-components of infrastructure networks are required
for analyses, as opposed to a more simplistic reliance on high-level com-
ponents. For instance, when representing the power grid through differ-
ent types of power plants, substations, transformers, high- and medium-
voltage transmission lines, power towers, low-voltage distribution lines,
and poles instead of simply mapping the most important transmission
lines and plants. In the case of missing data sources, workarounds are
applied depending on the model purpose. In case a model is generated
to develop and test a modelling framework, for example, the generation
of synthetic infrastructure data has been used among others in [22,23],
machine-learning-based inference of infrastructure data for the global
power transmission grid [24], or even omission from the scope of study
[21].

2.2.2. Quantification of dependencies

Since the seminal work of [1] on the importance of dependencies
among critical infrastructures, many frameworks for categorising de-
pendencies have been developed [3,4]. However, data are needed to
identify dependencies in the first place and enable the consideration
of potential chain reactions. Empirical approaches have focused on a
range of methods such as expert judgement and media coverage [25,26],
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yet to date, no comprehensive dependency databases exist which thor-
oughly document these (cf. [27] for a European-wide effort to build
one). The level of detail for such identification efforts is often limited
by the resolution at which utility providers share data [28]. Deductions
of dependencies often remain at a sectoral scale [29,30], which does not
link appropriately to the resolution of many CIN modelling approaches.
Furthermore, quantification of hence-identified dependencies is often
summarised under terms such as ‘coupling behaviour’ [1] or ‘coupling
strength’. Ideally, dependencies should incorporate the notion of input
quantities at the supporting side which relate to output quantities at the
dependent side, and of the degree to which certain impacts on a depen-
dency source propagate down to a dependency target. Quantification
efforts have proven to be data-intensive, relying on time-dependent dis-
ruption and restoration data [28,31]. While such coupling behaviours
are sometimes implicitly quantified through (lack of) redundancy in the
network topology or through failure tolerance threshold attributes, de-
terministic and binary dependency formulations still prevail owing to a
lack of refined data to capture more elaborate dependency relationships.

2.2.3. Quantification of CI services

Per definition, CIs provide essential services to a number of end-
users, including the population, businesses, and other infrastructure.
The performance provided by infrastructure can be expressed not only
in terms of services but also in terms of goods. However, in the present
work, only services are mentioned. As CIN modelling is usually con-
cerned with impact estimation, a multitude of data regarding CI services
are necessary. First, knowledge about the characteristics of the popula-
tion, including their number, socioeconomic status, and vulnerabilities,
served from a particular infrastructure asset is required. Moreover, data
on the characteristics of businesses and other infrastructure assets served
could also be required. In the absence of detailed data, a number of
substitute techniques are commonly employed, such as the estimation
of a service area using geometric methods such as Voronoi decompo-
sitions or shortest-path algorithms [32-35]. Voronoi polygons can also
be used for dependency quantification, as in [7]. Other options include
the use of surveys [36] or aggregated customer and census data [37].
Additionally, service demand pattern data may be required for both as-
set functionality determination and impact estimation [23], especially
when examining the societal impacts of disruptions [38]. Although suf-
ficiently accurate estimations exist for certain CI services, such as water
distribution networks [39,40], they may be more difficult to obtain for
other CI services, such as emergency services or the financial sector. CI
service data, as defined herein, are usually difficult to obtain because of
legislative restrictions, economic competition, or general absence. Con-
sequently, most studies in the scientific literature resort to a number of
assumptions and inference approaches.

2.2.4. Impacts of natural hazards

From a CIN modelling perspective, it is important to capture when
and how individual infrastructure assets subject to natural hazard im-
pacts and translate this direct asset-level failure to system-level indirect
failures. It should be noted that failure does not necessarily imply a bi-
nary state, as is commonly used [41], but it can also refer to reduced
functionality. Asset damage or failure is a product of complex interac-
tions between the characteristics of the asset and those of the hazard
considered [42], making failure identification a data-intensive task. In
practice, asset damage is usually linked to certain hazard parameters
(e.g. via appropriate curves) according to the type of asset examined.
These parameters may vary depending on the infrastructure or hazards
considered. For example, in the case of flooding, a range of hydrologi-
cal characteristics can be considered [43], including whether the asset is
flooded or not [44], inundation depth [45], water velocity [46], flood
duration [47], and water chemical composition, although inundation
depth is the most commonly used parameter in practice [48]. In the case
of earthquakes, fragility curves that link element damage to ground mo-
tion parameters such as peak ground acceleration (PGA), peak ground
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velocity, and peak ground displacement [49] are commonly employed.
Additionally, insights into how damage translates to service or function-
ality reduction are required. In addition to the identified hazard failure
mechanisms, storms and fires must be mentioned. Several functional-
ity mechanisms have been considered in practice, such as binary func-
tionality states [50], discrete functionality states [51,52], or continuous
functionality [53]. These mechanisms are infrastructure- and hazard-
specific. A binary state realistically represents the failure of electric
power assets under a flood scenario, whereas a transportation network
requires a continuous functionality representation. Consequential is the
consideration of multi-hazards which may further complicate infrastruc-
ture response [54]. A simple superposition of the previously mentioned
response attributes may not suffice for multi-hazard environments be-
cause a compound event could either have more severe impacts on the
disruption or be the same as a singular event. Thus, disruption functions
must be generated individually for each multihazard-sector combina-
tion. Finally, exposure to natural hazards may not be described deter-
ministically only, but also under consideration of extrinsic uncertainties,
for example, meteorologic uncertainties, and intrinsic uncertainties, for
example, resulting from a system’s inherent variability. Currently, the
lack of comprehensive datasets regarding infrastructure failure under a
multitude of hazards is a bottleneck in risk and resilience analyses.

2.2.5. Determination of response & recovery

Modelling the response and recovery process of interdependent Cls
naturally relies on most of the aforementioned data to represent the
interdependent infrastructure system itself, yet requires various addi-
tional data: component repair times [55]; quantitative relationships be-
tween the repair state of components and service provision levels [56]-
conceptually the inverse of the damage-functionality relationship men-
tioned above—; data on response actions including work capacities and
repair priorities or the rerouting of CI supply flows [57]. This refers to
the transformability of infrastructure assets under the stress of natural
hazards. Frequently used component repair time tables are partly avail-
able through the technical manuals of FEMA’s Hazus Program [58] or
from ATC-13 data [59] for a wider range of buildings pertaining to dif-
ferent social function classes. Such tables deliver partial insight into
the infrastructure components covered and may not always be directly
transferable to regions other than the US for which they were designed.
Given the complexity of the task, many recovery studies tend to remain
at the sectoral level rather than the infrastructure component level and
do not incorporate the multitude of uncertainties involved in these pro-
cesses [60].

2.2.6. Appraisal of adaptation measures

Commonly, the viability of adaptation measures is evaluated by trad-
ing off benefits against costs, which requires data on either side and at
various scales of a network. Multi-criteria analyses and, most commonly,
cost-benefit analyses, are performed for many types of hazards and indi-
vidual infrastructure sectors [61-63]. As measures may act on different
aspects of the risk chain, such as reducing a component’s vulnerability
or exposure to a certain hazard, or on the hazard intensity itself, data
are needed to parameterise the working mechanism and hence quantify
the risk aversion benefit adequately. Evaluating measures with regard to
their co-benefits and costs in other CI sectors requires adequate parame-
terisation of the above-mentioned dependency relationships. The latter
is particularly crucial when evaluating the effects of system-level adap-
tation measures [56]. For instance, these measures aim to enhance re-
silience by modifying dependency relationships instead of fortifying in-
dividual components. Examples of system-level adaptation measures are
increasing redundancies, reducing failure propagation behaviour, etc.),
or modification of end-user demands and response capacities. Draw-
ing on the level of destruction and disruption from real-world extreme
events, however, it may be concluded that the performance of adapta-
tion measures is still rarely evaluated at the system level, nor do mea-
sures tend to target system-level adaptation [55].
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2.2.7. Validation, calibration & plausibility evaluation

In the context of modelling CI responses under hazard scenarios,
studies have focused on collecting field data from past events. Such data
might include print media and social media or infrastructure and disrup-
tion damage and disruption reports of past events [35], utility providers’
service outage statistics and restoration timelines [28,64], and reports of
response measures taken [65]. Methodologies that require data collected
from expert and stakeholder elicitation processes may also be employed
[66]. It is important that these datasets are of sufficient quality in terms
of reliability, consistency, completeness, and detail, which in turn re-
quires additional verification. In general, there is a lack of established
CI model validation approaches in the scientific literature, and the vali-
dation of CI models is rarely comprehensive owing to the unavailability
of relevant, homogeneous data.

3. Framework to assess model implications due to data scarcity

This chapter introduces a framework assembled from three elements
to explore the implications of data scarcity on CI network models. First,
three case studies are introduced and generalised based on their model
purpose types. Second, the repercussions of data scarcity on the stages
of a modelling workflow are identified for each model purpose type.
Finally, the influence of data scarcity on the model characteristics is
elaborated.

3.1. Introduction of case studies with varying model purposes

Three specific case studies which represent the experience of the au-
thors are used to discuss the effect of data scarcity on CIN models. The
case studies are defined by the four model characteristics, model pur-
pose, system boundary, output, and target group, as shown in Table 1.

Case Study I. concerns a continental-level earthquake risk assessment
for Europe with the aim of identifying vulnerable geographical hotspots
and quantifying the vulnerabilities induced by dependencies between
CI sectors. It is further on generalised as an example for the model pur-
pose type (A): hazard hotspot assessment. Similar case studies have been
presented in the scientific literature [67]. While CI networks are repre-
sented at the asset level, simplifications regarding the detailed structures
of various networks are made. Similar simplifications are made regard-
ing the ways in which the various CI sectors are connected and how
their disruptions influence the population.

The model purpose of Case Study II is to identify the flood risk as
population time disrupted per year for CIs next to other tangible flood
consequences, such as economic damage and endangered populations.
The analysis groundson a CIN model based on [68] and is additionally
used to compare the benefits of potential mitigation measures and al-
low for improved decision-making. The specific model purpose of flood
risk management could be generalised by applying it to other natural
hazards, such as droughts, storms, and bushfires. Thus, it is generalised
further on as model purpose type (B) hazard risk management.. In terms
of abstraction from the real complexity of CIN, this type is more differ-
entiated with regard to the sectors than the first case study, but has a
smaller spatial boundary.

The third case study is a sectoral adaptation study designed to de-
crease healthcare access disruptions across the population in the face
of multi-hazard (particularly strong winds and flooding) events [69].
The analysis is based on an integrated natural hazard risk and CIN mod-
elling approach [35] to evaluate five adaptation measures, which are
either focused on resilience-enhancing measures to a single CI type, tar-
get multiple CIs at once, or modify the dependency relationships among
CIs. While real-world data are used to map the interdependent CI sys-
tems and hazards, the stylised parameterisation of adaptation measures
exemplifies trade-offs and benefits of component level against system-
level measure packages to prevent service disruptions. Due to the focus
on one sector, this model purpose is generalised as type (C) sectoral adap-
tation.
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Table 1
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Three exemplary case studies using CIN modelling featuring a wide range of model purposes, system boundaries, and outputs. Those case studies serve for the further
examination of data scarcity implications on modelling qualities. Case Study II. [68], Case Study IIL. [69].

Model purpose type

(A) Hazard hotspot assessments

(B) Hazard risk management

(C) Sectoral adaptation

(1) Mapping of
Infrastructure
Assets

(2) Quantification
of Dependencies

(3) Quantification
of CI Services

(4) Impacts of
Natural Hazards

(5) Determination
of Response &
Recovery

(6) Appraisal of
Adaptation
Measures

(7) Validation,
Calibration &
Plausibility
Evaluation

Network structures
Only partial information available.

Several assets of the examined networks may be
missing or not correctly placed, introducing some
uncertainties in the results.

Connections or dependencies between
infrastructure

No information regarding connections.

Assumptions made during this stage introduce
some uncertainties in the results.

Population served by each considered asset

No available information regarding detailed numbers
of population served.

Only estimations of population affected are
possible.

Earthquake damage-functionality relation

Difficulty in obtaining detailed damage-functionality
data for the considered assets.

Binary functionality considered via fragility
functions, which may differ from real
infrastructure response.

n/a

n/a

Documented failures for similar earthquake
scenarios
No available data at the level of examined detail.

Network structure of electricity grid
Only substation information available.

Coarse granularity of electricity sector causes
inaccurate results because electricity transformers
are not represented.

Redundant connections in between nodes

No information about redundancies.

The disruptions in the CIN model will be
overestimated due to missing redundancies.

Metrics to quantify CI sectors in multi-sectoral
network
Not all sectors give the same metric for CI disruption.

Results of the multisectoral CIN model cannot be
compared with each other.
Water depth-functionality relation

No data or information for the range of sectors
available and the area of interest.

The water depth - functionality relation is set to be
binary. Disruptions and their sensitivity might be
overestimated.

Recovery time of communication towers

Sector specific recovery times from other survey areas
are extrapolated to unsuitable case study areas.
Availability of spare parts differs in this area due
to higher frequency of flooding events. The
resilience of this sector is underestimated.
Effectiveness of potential measures

No knowledge about the applicability of a potential
measure due to missing information about the
technical set up of a CI element.

Measures are tested for effectiveness that might
not be feasible at the selected network element.
Area of disrupted people during historic events

Not available only individual experiences or
anecdotal stories.

Healthcare sites and types

Many unmapped healthcare sites, unclear service
offerings.

Faulty baseline system.

Dependencies between power network and
healthcare network

No information available regarding the extent of
dependency on the power sector.

The disruptions in the CIN model will be
overestimated due to overestimation of healthcare
site dependencies on the power grid.
Socio-economic constraints to access
healthcare services.

No available high-resolution information on who is
(financially) able to seek healthcare support.
Over/under-estimation of potentially impacted
population.

Parametrization of combined wind- and flood
damage - functionality curves for
infrastructures.

No data on the effect of structural damage onto the
functionality of local infrastructures.

Binary and arbitrary damage-functionality
thresholds for all infrastructure components may
under/-over estimate impacts.

Clarification on the availability of backup
generators for response

The presence of back-up generator and their
associated start-up and run times is not available
Potential damages could be overestimated and
potential measures could be suggested that might
be in place already.

Applicability and cost of potential measures
Unclear (financial) means, cost and local fitness for
purpose of certain measures.

Measures may be not implementable, or not as
effective as modelled.

Documentation of historic events along the
entire impact chain.

Limited availability of exact hazard footprints,
structural damages, functionality failures, service

Accurate model validation is not possible.

No Calibration of model parameters possible.

disruptions.
Only anecdotal validation or plausibility
valuation, no calibration possible.

3.2. Repercussions of data scarcity for every modelling stage in the
presented case studies

Exemplifying the introduced modelling stages of the derived mod-
elling workflow (cf. Section 2.1) and data requirements (cf. Section 2.2)
on the presented case studies (cf. Section 3.1), Table 2 briefly illustrates
typical repercussions of data scarcity for the corresponding three gener-
alised model purpose types: Type A as hazard hotspot assessment (Case
Study 1.), Type B as hazard risk management (Case Study II.) and Type
C as sectoral adaptation (Case Study III.). Table 2 does not claim that
these specific repercussions always occur for the associated generalised
model purpose types. It merely serves to highlight that this is one of the
possible repercussions that can occur and suggests a way of expressing
repercussions for a model. For brevity, only one instance of lacking data
and its consequence for the modelling process is discussed per stage and
case study. Additionally, it is noted that the three given model purpose
types are not a complete picture of all possible model purpose types but
only three possibilities. A brief overview is given in Table 2 for each
modelling stage. In the asset mapping stage, all case studies receive in-
complete or partial information about specific CI sectors. This leads to a
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coarse representation of the network and its sectoral hierarchy, as well
as a higher uncertainty of the results. In the stage of dependency quan-
tification, the general issue is missing information about dependencies.
This materialises in assumptions that need to be made and overlooked
redundancies that should not be disregarded. For the stage of quantifica-
tion of CI services, the level of detail of the input necessary for specific
model purposes is a challenge. An additional challenge is to retrieve
the same metric for different CI sectors, resulting in challenges for the
comparability of scenario calculations.

For all case studies, different problems occur in the stage of natural
hazard and operational limits, and the types of challenges are deter-
mined by the model characteristics. The first case study (Type A) men-
tions that no functionality-impact relation is available for earthquakes.
The second case study (Type B) is missing sector-specific flood-depth-
functionality relations, and the third case study (Type C) is missing a
combined flood depth and wind speed functionality relation. All miss-
ing information results in assumptions that lead to potential over- or
underestimation of the final results. In the response and recovery stage,
desired metrics are missing to quantify the recovery after a CI disrup-
tion. However, initial information about the mere presence of emer-
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Repercussions of data scarcity in every modelling stage, illustrated for three different model purpose types A, B, C, generalised from exemplary
case study experiences in Table 1. Bold writing indicates the general aspect of interest, italic writing elaborates on the deficit of the input data

and the normal writing the repercussions on the model.

Case study area Case study I. - European continent

Case Study II. - Accra, Ghana

Case study III. - Mozambique

Model Purpose Continental level earthquake
risk-assessment; identification of
vulnerable hotspots; quantification of

interdependency-induced vulnerability

System Spatial: Continental level (Europe);
Boundary
CI sectors: energy, gas, water,
telecommunication
Output Network fragility curves; Geographical

distribution of disruptions and of affected
population

Identifying flood risk for critical
infrastructures in Accra including a
benefit analysis of potential CI measures

Spatial: catchment area of the Odaw
river and four surrounding catchments,
CI sectors: energy, water,
telecommunication, healthcare,
emergency services

Area of disrupted CI users per sector,
number and time of disrupted CI users
per year and sector, a comparative
overview of the previous point for

Evaluate several adaptation measures to
reduce healthcare access disruptions in
the face of wind & flood multi-hazard
events

Spatial: Country level;

CI sectors: roads, power,
telecommunication, education &
healthcare;

Number of avoided user-disruptions,
incl. co-benefits on other types of service
disruptions (power outages, education
disruptions, ..)

potential CI measures

Target Group Decision makers; Academics

Decision makers from public
administration and CI operators

Academics; UN Habitat & Ministry of
Health

Low Granularity Medium Granularity

vy
el

High Granularity
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&

il il -
P o R o
i
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Fig. 2. Amount of data and information available affects the resolution (granularity) with which CIs, CI dependencies, and services can be modelled.

gency structures is also missing, and thus, the response is not repre-
sented appropriately. In the measure appraisal stage, the issue concerns
identifying potential measures alone. However, if these measures are
identified, as in the second case study, the metrics to quantify the po-
tential costs are missing. In all three case studies, the validation stage
was strongly influenced by data availability.

3.3. Influence of data scarcity on CIN model characteristics

As the compilation in Table 2 illustrates, the absence of data impacts
the model inputs and potential outputs. This invariably affects a range
of model characteristics that should be evaluated to critically reflect
their fitness for the intended purpose. Without a claim of completeness,
a few crucial model characteristics and the implications of data scarcity
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on those are discussed below, extending the mathematically driven char-
acteristics of networks, as introduced by [70].

Granularity describes how fine or coarse a network model resembles
the details of CI supply systems. Fig. 2 illustrates one possible scale,
from low to high granularity, for the electricity sector. The figure does
not depict the exclusive approach to coarse granularity; for instance, the
dynamics encompassed by coarser granularity can also be cross-sectoral.
Granularity is intricately linked to the accuracy and complexity of CIN
models. Invariably, the amount of data and information available influ-
ences how accurate and complex a model can be and how granular it
may or should be resolved. The granularity is adjusted on a precision
scale according to the model objectives. Thus, Type A models tend to
attain their model purpose using coarser granularity than Type C mod-
els, which may generally require finer granularity. The comparison of
examples in cells 1A and 1C can also be seen in Table 2.
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Fig. 3. Types of failure mechanisms or chain reactions that can propagate through disrupted CINs adapted from the definitions in [69]. Depending on data availability,

different failure mechanisms/chain reaction types may be captured.

Another CIN model characteristic linked to granularity and accuracy
is its ability to resemble chain reactions. The German Federal Office of Civil
Protection and Disaster Assistance (BBK) suggests a scale of three types
of chain reactions, as shown in Fig. 3 [71]. The first type of chain re-
action refers to the domino effect, in which disruptions are propagated
through critical infrastructure assets through their dependencies. Cas-
cading effects describe a type of chain reaction similar to the domino ef-
fect, but underline the progressive consequences of the disruption. The
last type of chain reaction features interdependencies, which refer to mu-
tual reliance or connections between different CI assets. Depending on
the granularity as well as the level of detail of the dependency infor-
mation, these different chain reaction levels are representable in CIN
models. Table 2 introduces in cell 2A the fact that all those dependen-
cies had to be assumed and thus have a lot of uncertainty. Thus, the
resemblance of chain reactions may be inaccurate.

The communicability of CIN models describes their ability to trans-
fer their methodology and potential outputs to the desired target group.
The absence of information and data often leads to replacement through
assumptions and heuristics, which often occur implicitly or may not be
closely tracked. More assumptions may lead to lower communicability
of how a model is set up and reduce trust in its output. This is one factor
influencing the process of testing measures in the CIN model environ-
ment, as described in Table 2, cell 6B

The existence of many assumptions due to data scarcity may hamper
the reproducibility of a modelling approach by other researchers. Further-
more, data availability and assumptions for certain geographic or system
boundaries for which a model was initially designed may not extend to
other regions and systems, limiting its transferability. Some modelling
approaches may be more versatile and flexible with respect to under-
lying premises than others, which feature a higher level of hard-coded
assumptions, or which are calibrated against specific, non-widely avail-
able datasets.

4. Discussion & outlook

Current CIN modelling techniques can already supply advice for con-
sequence assessment and mitigation planning; however, the more accu-
rate, complete, relevant, consistent, and accessible the data, the better
the model results. The added value of this study lies in collecting the
data requirements of the CIN models. This is achieved through the sys-
tematic division of data categories and associated data types based on
the modelling stages. Further possibilities of categorisation, for exam-
ple, based on sectors or importance for models, are conceivable. These
new categories have the potential to elicit additional data types that
have not yet been considered. Therefore, this work does not claim to
be a complete collection of data needs, but intends to promote the data
availability of CIN models.
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Wording remains a challenge in the field of hazard modelling be-
cause impact modellers and CIN modellers do not share the same es-
tablished terminology. Although the network models considered in this
work have been limited to graph-based CIN models, identifying the right
terminology for the interaction between data scarcity and CIN models
remains an issue. The previously defined characteristics are the first ap-
proach to describe the interface of these fields under consideration of
the capabilities and limitations of CIN models. More efforts need to be
invested in defining a generally accepted terminology for a range of
network characteristics such as fidelity, granularity, sensitivity, or the
representation of cascading effects to close the gap between impact mod-
elling and CIN modelling.

In the context of this study, the category of CIN model purposes has
been defined and filled with three examples along a scale from (1) haz-
ard vulnerability hotspot assessment to (2) hazard risk management to
(3) sectoral adaptation. These examples seek the representation of net-
work models on a scale comparable to the spatial scale (global, national,
regional, and local) suggested by [72] for flood risk assessments, includ-
ing typical model characteristics for each scale level. In the future, scales
such as these need to be defined for other CIN model characteristics with
a clear division of levels. The definition of these levels is not about set-
ting a better or worse value but about being able to accommodate the
subdivisions defined by model purposes and enable differentiation of
the characteristics.

Assumptions made by CIN modellers are one concomitant of data
scarcity. These assumptions can be supported by CI operators and sci-
entists alike through expert knowledge. Nevertheless, assumptions in-
fluence the performance characteristics of the network model. Although
commonly used in CIN models, current studies often lack sufficient com-
munication or quantification of the uncertainty resulting from assump-
tions, unlike other fields in which such practices are more prevalent
[73]. A range of possibilities are available to modellers to quantify or
counter uncertainties, beginning with uncertainty analysis [74], sensi-
tivity analysis, anecdotal verification with expert knowledge, or at least
an overview of made assumptions, as done in [35]. Uncertainty and
sensitivity analyses often rely on more input data, for instance, forset-
ting modelling parameters. How to validate, verify, or make plausibility
checks of modelling parameters appropriately remains an open question.
These checking processes can be performed in many possible ways, from
surveys validating each asset and its characteristics, to the validation of
small representative units of a network, to the anecdotal validation of
individual elements of a CIN, and under consideration of the temporal
variability of data inputs. It is suggested to further investigate CIN model
validation techniques based on specific model purpose types and under
consideration of the data needs highlighted in this study.

Communication and the expressed quantification of uncertainties
have the potential to enhance trust in CIN model results and, conse-
quently, strengthen CIN modelling methods as a whole. When it comes
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to presenting results, uncertainties must be communicated appropriately
to establish trust with the intended recipients and allow for robust deci-
sion making [75]. In the case studies presented, CI stakeholders, partic-
ularly CI operators, were involved as recipients in the development and
implementation of measures. In any case, trust is significant in ensuring
sufficient eagerness. Early and ongoing participation of CI stakeholders
in the process of CIN hazard assessments can be beneficial in all stages
of the modelling process [26,56]. Not only will this create a greater
identification in the potential results, but it also has a huge potential of
acquiring qualitative information or sometimes even quantitative infor-
mation, in perspective: data. Limited resources for the participation of
CI stakeholders and the acquisition of input data should be adapted to
the model purpose intended to be addressed with a model. It is impor-
tant to ensure that all other model characteristics are aligned with the
needs of the affected CI stakeholders to enable mutual benefits.

An issue that persists and needs to be addressed in participatory set-
tings is the way data are conveyed or provided. A range of options has
been tested by the US Federal National Laboratories (for example, San-
dia Lab, Los Alamos Lab, Idaho National Laboratories), but the knowl-
edge is not publicly accessible for security reasons. Opposite to these
options is the openness to share most of its infrastructure data, as done
in New Zealand for example [76]. Therefore, it seems that the willing-
ness to share data varies greatly, and discussion is ongoing. The question
remains whether the sharing of data or information itself is proven to
cause more disruptions in CIN owing to physical or cyber-attacks com-
pared with disruptions from natural hazards that cannot yet be recorded
or recorded inadequately owing to a lack of data exchange.

Although some data sources were compiled in this study, gaps
remain. The framework presented addresses how to encounter data
scarcity in the surroundings of CIN models and puts the interpretation
of the thus-created results into perspective. This framework does not de-
liver a strategy for overcoming data scarcity. Solicited strategies need to
be considered, such as the collection of more impact data in the direct
aftermath of disaster events, either in person or through social media.
Another suggestion is to establish accessible CIN datasets or platforms
for research, including a range of prerequisites from users and providers:
(1) consideration of previously defined data types needed, (2) awareness
of the level of detail that needs to be published if this data is used by CIN
modellers, and (3) sensibility for privacy of CI users. Despite the strong
case for more and better data and information in CIN modelling, it is
paramount to critically reflect on the need for complexity and detail,
depending on the purpose for which a model is built. In many cases,
the unavailability or inaccessibility of detailed data does not hamper
the purpose of the developed CIN models. Whether a model aims to
create new knowledge (models for understanding) or to create new ca-
pabilities within its user space (models for action) may require different
levels of upfront data availability, because in the latter scenario, users
may provide those themselves on-the-fly, as deemed necessary. Further,
societal context and ethical uncertainties may influence data require-
ments - some societies and studied problems may require higher levels
of resolution and certainty to justify action than others.

5. Conclusion

CIN modelling offers approaches to better assess and manage natu-
ral hazards and to enhance resilience. Data inputs limit and determine
the value of CI modellers’ “offerings” to specific assignments. This study
identifies overarching similarities in the modelling process, defines eight
stages, and associates each stage with data types. The typification of
these data needs has been documented, and the potential data sources
for all data types are pinpointed, or if unavailable, gaps are identified.
Three purpose-driven classes of CIN models have been distinguished
(hazard hotspot assessments, hazard risk mitigation, and sectoral adap-
tation study) and set apart from the pure size-driven classification (e.g.
local, regional, national, and global). For the model purpose type, case
studies of CIN models have qualitatively shown the influence of data
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scarcity and the resulting assumptions at each modelling stage. The pre-
vious activities funnel into a framework that allows modellers to explore
the implications of data scarcity on CI network models.

This work has increased the level of understanding regarding CIN
modelling and the difficulties faced by both CI operators and CI mod-
elling experts alike. The modelling stages and data types defined en-
hance the possibility of communicating about data needs and assump-
tions in participatory settings. On the other hand, an orientation is pro-
vided for network modellers at an early stage of a model setup, includ-
ing potential data sources. The framework presented encourages CIN
modellers to actively deal with uncertainties in their methods by deliv-
ering examples on how data scarcity influences network characteristics.
Finally, this contribution advances the potential of CIN models to be
utilised mutually by research and practice.

This work enhances CIN modelling techniques by clearly outlining
their data needs based on modelling workflow stages and identifying
potential data sources or examples in practice or research. Ultimately,
this strengthens methods for analysing urban resilience by incorporating
CI services in analyses. The purpose of CIN models is to align with CI
stakeholders and model characteristics.

6. Relevance to resilience

Impacts on CI assets cascade through their dependencies on other
CI assets, which must be properly analysed when evaluating societal
resilience. Different measures, each with various operating principles,
must be tested for their potential to increase resilience. CIN modelling
methods are viable tools to quantify interconnected responses and eval-
uate the performances of different adaptation measures to protect CINs
and reconstruct affected assets.

This work contributes to unlocking the potential of CIN modelling
methods by classifying and identifying data needs and discussing the
implications of data scarcity on model performance.

Funding

This research was partially funded by Germany’s Federal Ministry
of Education and Research within the framework of IKARIM and the
PARADeS project, grant number 13N15273, the ARSINOE project (GA
101037424) and the MIRACA (GA 101093854) under European Union’s
H2020 innovation action programme.

Declaration of competing interest

The authors declare that they have no known competing financial
interests or personal relationships that could have appeared to influence
the work reported in this paper.

CRediT authorship contribution statement

Roman Schotten: Conceptualization, Methodology, Visualization,
Writing - original draft, Writing - review & editing. Evelyn
Miihlhofer: Conceptualization, Methodology, Writing — original draft.
Georgios-Alexandros Chatzistefanou: Conceptualization, Methodol-
ogy, Writing — original draft. Daniel Bachmann: Supervision. Albert S.
Chen: Supervision, Writing — review & editing. Elco E. Koks: Supervi-
sion.

Acknowledgement

During the preparation of this study, the authors used GPT-3.5 from
OpenAl and Paperpal to rephrase specific statements. After using this
tool, the authors reviewed and edited the content as needed and take full
responsibility for the content of the manuscript. We also thank David N.
Bresch for acquiring funding to support this work.



R. Schotten, E. Miihlhofer, G.-A. Chatzistefanou et al.

References

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8

=

[9

—_

[10]

[11]

[12]

[13]
[14]
[15]

[16]

[17]
[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

Rinaldi SM. Modeling and simulating critical infrastructures and their interdepen-
dencies. In: 37th Annual Hawaii International Conference on System Sciences, 2004.
Proceedings of the; 2004. p. 8. Jan.p.pp.-.. doi:10.1109/HICSS.2004.1265180.
Korkali M, Veneman JG, Tivnan BF, Bagrow JP, Hines PDH. Reducing cascading
failure risk by increasing infrastructure network interdependence. Sci Rep 2017;7(1)
Art. no. 1, Mar.. doi:10.1038/srep44499.

Ouyang M. Review on modeling and simulation of interdependent crit-
ical infrastructure systems. Reliab Eng Syst Saf  Jan 2014;121:43-60.
doi:10.1016/j.ress.2013.06.040.

Sun W, Bocchini P, Davison BD. Overview of interdependency models of critical
infrastructure for resilience assessment. Nat Hazards Rev Feb 2022;23(1):04021058.
doi:10.1061/(ASCE)NH.1527-6996.0000535.

Thacker S, Pant R, Hall JW. System-of-systems formulation and disruption anal-
ysis for multi-scale critical national infrastructures. Reliab Eng Syst Saf Nov
2017;167:30-41. doi:10.1016/j.ress.2017.04.023.

United Nations, ‘Sendai framework for disaster risk reduction 2015 - 2030’, 2015.
Accessed: May 16, 2023. [Online]. Available: https://www.undrr.org/publication/
sendai-framework-disaster-risk-reduction-2015-2030.

Ani UD, McK Watson JD, Nurse JRC, Cook A, Maples C. A review of critical infras-
tructure protection approaches: improving security through responsiveness to the
dynamic modelling landscape. In: Living in the internet of things (IoT 2019). Lon-
don, UK: Institution of Engineering and Technology; 2019. p. 6. p.(15 pp.)-6 (15
pp.). doi:10.1049/¢cp.2019.0131.

Schotten R, Bachmann D. Integrating critical infrastructure networks into flood risk
management. Sustainability Jan 2023;15(6) no. 6, Art.. doi:10.3390/5u15065475.
UNDRR, ‘Addressing the infrastructure failure data gap: a governance challenge’,
2021. https://www.undrr.org/publication/addressing-infrastructure-failure-data-
gap-governance-challenge (accessed May 09, 2023).

Johansson J, Ménsson P. Data and methods related to major accidents and crises :
empirical and predictive approaches focused on disaster risk management, critical
infrastructure resilience & GIS. Swedish Civil Contingencies Agency; 2020. [Online].
Available: https://rib.msb.se/filer/pdf/29975.pdf.

Ramachandran V, Long S, Shoberg T, Corns S, Carlo H. Post-disaster supply chain
interdependent critical infrastructure system restoration: a review of data necessary
and available for modeling. Data Sci J Jan 2016;15:1 p.. doi:10.5334/dsj-2016-001.
Huang Y, Bardossy A. Impacts of data quantity and quality on model calibration:
implications for model parameterization in data-scarce catchments. Water (Basel)
Sep 2020;12(9) Art. no. 9. doi:10.3390/w12092352.

McCarl BA. Model validation: an overview with some emphasis on risk models. Rev
Mark Agric Econ 1984. doi:10.22004/ag.econ.12282.

Aumann CA. A methodology for developing simulation models of complex systems.
Ecol Model Apr 2007;202(3):385-96. doi:10.1016/j.ecolmodel.2006.11.005.

R. Sargent, Verification and validation of simulation models, vol. 37. 2011, p. 183.
10.1109/WSC.2010.5679166.

Farina A, Graziano A, Panzieri S, Pascucci F, Setola R. How to perform verification
and validation of critical infrastructure modeling tools. In: Bologna S, Himmerli B,
Gritzalis D, Wolthusen S, editors. Critical information infrastructure security. Berlin,
Heidelberg: Springer Berlin Heidelberg; 2013. p. 116-27. Eds., in Lecture Notes in
Computer Science, vol. 6983. doi:10.1007/978-3-642-41476-3_10.

United States Department of Homeland Security, ‘HIFLD Open Data’. 2021. Accessed:
May 28, 2023. [Online]. Available: https://hifld-geoplatform.opendata.arcgis.com/.
Coordinating body for federal geoinformation Geoportal of the Swiss Confederation;
2023.

OpenStreetMap contributors, ‘Planet dump retrieved from
https://planet.osm.org’. 2017. Accessed: May 16, 2023. [Online]. Available:
https://www.openstreetmap.org/.

Barrington-Leigh C, Millard-Ball A. The world’s user-generated road map is more
than 80% complete. PLoS ONE Aug 2017;12(8):e0180698. doi:10.1371/jour-
nal.pone.0180698.

C. Stip, Z. Mao, L. Bonzanigo, G. Browder, and J. Tracy, ‘Water infrastructure re-
silience’, Jun. 2019, 10.1596/31911.

Ellingwood BR, Cutler H, Gardoni P, Peacock WG, van de Lindt JW, Wang N. The
Centerville Virtual Community: a fully integrated decision model of interacting phys-
ical and social infrastructure systems. Sustain Resilient Infrastruct Nov 2016;1(3-
4):95-107. doi:10.1080,/23789689.2016.1255000.

Guidotti R, Chmielewski H, Unnikrishnan V, Gardoni P, McAllister T, van
de Lindt J. Modeling the resilience of critical infrastructure: the role of net-
work dependencies. Sustain Resilient Infrastruct. Nov 2016;1(3-4):153-68 no..
doi:10.1080/23789689.2016.1254999.

Arderne C, Zorn C, Nicolas C, Koks EE. Predictive mapping of the global
power system using open data. Sci Data  Jan 2020;7(1) Art. no. 1.
doi:10.1038/541597-019-0347-4.

Zorn C, Pant R, Thacker S, Andreae L, Shamseldin AY. Quantifying system-level
dependencies between connected electricity and transport infrastructure networks
incorporating expert judgement. Civ Eng Environ Syst Jul 2021;38(3):176-96.
doi:10.1080/10286608.2021.1943664.

de Bruijn KM, et al. Flood resilience of critical infrastructure: approach and method
applied to Fort Lauderdale, Florida. Water (Basel) Mar 2019;11(3) Art. no. 3.
doi:10.3390/w11030517.

Luiijf E, Klaver M. Analysis and lessons identified on critical infrastructures
and dependencies from an empirical data set. Int J Crit Infrastruct Prot Dec
2021;35:100471. doi:10.1016/j.ijcip.2021.100471.

64

[28]

[29]

(301

[31]

[32]

[33]

[34]

[35]

[36]

371

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

Resilient Cities and Structures 3 (2024) 55-65

Duefias-Osorio L, Kwasinski A. Quantification of lifeline system interdependencies
after the 27 February 2010 Mw 8.8 Offshore Maule, Chile, Earthquake’. Earthq Spec-
tra Jun 2012;28(1_suppl1):581-603. doi:10.1193/1.4000054.

Zimmerman R. Decision-making and the vulnerability of interdependent critical
infrastructure. In: 2004 IEEE International Conference on Systems, Man and Cy-
bernetics (IEEE Cat. No.04CH37583), 5; Oct 2004. p. 4059-63. doi:10.1109/IC-
SMC.2004.1401166.

Luiijf E, Nieuwenhuijs A, Klaver M, van Eeten M, Cruz E. Empirical findings on criti-
cal infrastructure dependencies in Europe. In: Setola R, Geretshuber S, editors. Crit-
ical information infrastructure security. Berlin, Heidelberg: Springer; 2009. p. 302-
10. Eds.in Lecture Notes in Computer Science. doi:10.1007/978-3-642-03552-4_28.
Zorn CR, Shamseldin AY. Quantifying directional dependencies from in-
frastructure restoration data. Earthq Spectra Aug 2016;32(3):1363-81.
doi:10.1193/013015EQS015M.

Pant R, Thacker S, Hall JW, Alderson D, Barr S. Critical infrastructure impact
assessment due to flood exposure. J Flood Risk Manag Mar 2018;11(1):22-33.
doi:10.1111/jfr3.12288.

Evans B, et al. Mapping urban infrastructure interdependencies and fuzzy risks. Proc.
Eng Jan 2018;212:816-23. do0i:10.1016/j.proeng.2018.01.105.

Pala O, Wilson D, Bent R, Linger S, Arnold JButts J, Shenoi S, editors. Accuracy
of service area estimation methods used for critical infrastructure recovery. Critical
infrastructure protection VIII 2014:173-91 Eds.in IFIP Advances in Information and
Communication Technology. doi:10.1007/978-3-662-45355-1_12.

Miihlhofer E, Koks EE, Kropf CM, Sansavini G, Bresch DN. A generalized natural
hazard risk modelling framework for infrastructure failure cascades. Reliab Eng Syst
Saf Jun 2023;234:109194. doi:10.1016/j.ress.2023.109194.

Dong S, Esmalian A, Farahmand H, Mostafavi A. An integrated physical-social
analysis of disrupted access to critical facilities and community service-loss tol-
erance in urban flooding. Comput Environ Urban Syst Mar 2020;80:101443.
doi:10.1016/j.compenvurbsys.2019.101443.

C. Zorn, A. Shamseldin, R. Pant, and S. Thacker, Evaluating the magnitude and spa-
tial extent of disruptions across interdependent national infrastructure networks. 2019.
10.13140/RG.2.2.30146.84163.

Stock A, et al. Household impacts of interruption to electric power and water ser-
vices. Nat Hazards 2023;115(3):2279-306. doi:10.1007/s11069-022-05638-8.
Blokker EJM, Vreeburg JHG, van Dijk JC. Simulating residential water demand
with a stochastic end-use model. J Water Resour Plan Manag 2010;136(1):19-26.
doi:10.1061/(ASCE)WR.1943-5452.0000002.

Mazzoni F, et al. Investigating the characteristics
uses of water: a worldwide review. Water Res
doi:10.1016/j.watres.2022.119500.

L. Poirier, P. Knox, E. Murphy, and M. Provan, Flood Damage to Critical Infrastructure.
2022. 10.4224/40002986.

Merz B, Kreibich H, Schwarze R, Thieken A. Review article “Assessment of
economic flood damage. Nat Hazards Earth Syst Sci 2010;10(8):1697-724.
doi:10.5194/nhess-10-1697-2010.

Hammond MJ, Chen AS, Djordjevi¢ S, Butler D, Mark O. Urban flood im-
pact assessment: a state-of-the-art review. Urban Water J 2015;12(1):14-29.
doi:10.1080/1573062X.2013.857421.

Ranger N, et al. An assessment of the potential impact of climate change on flood risk
in Mumbai. Clim Change 2011;104(1):139-67. doi:10.1007/5s10584-010-9979-2.
Chen AS, Hammond MJ, Djordjevi¢ S, Butler D, Khan DM, Veerbeek W. From
hazard to impact: flood damage assessment tools for mega cities. Nat Hazards
2016;82(2):857-90. doi:10.1007/s11069-016-2223-2.

Kreibich H, et al. Is flow velocity a significant parameter in flood dam-
age modelling? Nat Hazards Earth Syst Sci Oct  2009;9(5):1679-92.
doi:10.5194/nhess-9-1679-2009.

Kameshwar S, Park H, Cox DT, Barbosa AR. Effect of disaster debris, floodwater
pooling duration, and bridge damage on immediate post-tsunami connectivity. Int
J Disaster Risk Reduct 2021;56:102119. doi:10.1016/j.ijdrr.2021.102119.
Jongman B, et al. Comparative flood damage model assessment: towards
a European approach. Nat Hazards Earth Syst Sci  2012;12(12):3733-52.
doi:10.5194/nhess-12-3733-2012.

Pitilakis K, Franchin P, Khazai B, Wenzel H. SYNER-G: systemic seismic vulner-
ability and risk assessment of complex urban, utility, lifeline systems and criti-
cal facilities: methodology and applications. Geotechnical, Geological and Earth-
quake Engineering, vol. 31. vol 31 in. Dordrecht: Springer Netherlands; 2014.
doi:101007/978-94-017-8835-9.

Sun W, Bocchini P, Davison BD. Model for estimating the impact of inter-
dependencies on system recovery. J Infrastruct Syst 2020;26(3):04020031.
doi:10.1061/(ASCE)IS.1943-555X.0000569.

Evans B, Chen AS, Djordjevi¢ S, Webber J, Gémez AG, Stevens J. Investigating the ef-
fects of pluvial flooding and climate change on traffic flows in Barcelona and Bristol.
Sustainability 2020;12(6) Art. no. 6. doi:10.3390/su12062330.
Vamvakeridou-Lyroudia LS, et al. Assessing and visualising hazard impacts to en-
hance the resilience of Critical Infrastructures to urban flooding. Sci Total Environ
2020;707:136078. doi:10.1016/j.scitotenv.2019.136078.

Pregnolato M, Ford A, Wilkinson SM, Dawson RJ. The impact of flooding on road
transport: a depth-disruption function. Transp Res Part Transp Environ 2017;55:67-
81. doi:10.1016/j.trd.2017.06.020.

Koks EE, et al. A global multi-hazard risk analysis of road and railway infrastructure
assets. Nat Commun 2019;10(1) Art. no. 1. doi:10.1038/541467-019-10442-3.
Koks EE, van Ginkel KCH, van Marle MJE, Lemnitzer A. Brief communication: criti-
cal infrastructure impacts of the 2021 mid-July western European flood event. Nat
Hazards Earth Syst Sci 2022;22(12):3831-8. doi:10.5194/nhess-22-3831-2022.

of residential end

2023;230:119500.


https://doi.org/10.1109/HICSS.2004.1265180
https://doi.org/10.1038/srep44499
https://doi.org/10.1016/j.ress.2013.06.040
https://doi.org/10.1061/(ASCE)NH.1527-6996.0000535
https://doi.org/10.1016/j.ress.2017.04.023
https://www.undrr.org/publication/sendai-framework-disaster-risk-reduction-2015-2030
https://doi.org/10.1049/cp.2019.0131
https://doi.org/10.3390/su15065475
https://www.undrr.org/publication/addressing-infrastructure-failure-data-gap-governance-challenge
https://rib.msb.se/filer/pdf/29975.pdf
https://doi.org/10.5334/dsj-2016-001
https://doi.org/10.3390/w12092352
https://doi.org/10.22004/ag.econ.12282
https://doi.org/10.1016/j.ecolmodel.2006.11.005
http://10.1109/WSC.2010.5679166
https://doi.org/10.1007/978-3-642-41476-3_10
https://hifld-geoplatform.opendata.arcgis.com/
http://refhub.elsevier.com/S2772-7416(24)00002-4/sbref0018
https://planet.osm.org
https://www.openstreetmap.org/
https://doi.org/10.1371/journal.pone.0180698
http://10.1596/31911
https://doi.org/10.1080/23789689.2016.1255000
https://doi.org/10.1080/23789689.2016.1254999
https://doi.org/10.1038/s41597-019-0347-4
https://doi.org/10.1080/10286608.2021.1943664
https://doi.org/10.3390/w11030517
https://doi.org/10.1016/j.ijcip.2021.100471
https://doi.org/10.1193/1.4000054
https://doi.org/10.1109/ICSMC.2004.1401166
https://doi.org/10.1007/978-3-642-03552-4_28
https://doi.org/10.1193/013015EQS015M
https://doi.org/10.1111/jfr3.12288
https://doi.org/10.1016/j.proeng.2018.01.105
https://doi.org/10.1007/978-3-662-45355-1_12
https://doi.org/10.1016/j.ress.2023.109194
https://doi.org/10.1016/j.compenvurbsys.2019.101443
http://10.13140/RG.2.2.30146.84163
https://doi.org/10.1007/s11069-022-05638-8
https://doi.org/10.1061/(ASCE)WR.1943-5452.0000002
https://doi.org/10.1016/j.watres.2022.119500
http://10.4224/40002986
https://doi.org/10.5194/nhess-10-1697-2010
https://doi.org/10.1080/1573062X.2013.857421
https://doi.org/10.1007/s10584-010-9979-2
https://doi.org/10.1007/s11069-016-2223-2
https://doi.org/10.5194/nhess-9-1679-2009
https://doi.org/10.1016/j.ijdrr.2021.102119
https://doi.org/10.5194/nhess-12-3733-2012
https://doi.org/101007/978-94-017-8835-9
https://doi.org/10.1061/(ASCE)IS.1943-555X.0000569
https://doi.org/10.3390/su12062330
https://doi.org/10.1016/j.scitotenv.2019.136078
https://doi.org/10.1016/j.trd.2017.06.020
https://doi.org/10.1038/s41467-019-10442-3
https://doi.org/10.5194/nhess-22-3831-2022

R. Schotten, E. Miihlhofer, G.-A. Chatzistefanou et al.

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

Murdock HJ, De Bruijn KM, Gersonius B. Assessment of critical infrastructure re-
silience to flooding using a response curve approach. Sustainability 2018;10(10)
Art. no. 10. doi:10.3390/s5u10103470.

Lee EE II, Mitchell JE, Wallace WA. Restoration of services in interdependent infras-
tructure systems: a network flows approach. IEEE Trans. Syst. Man Cybern. Part C
Appl. Rev. 2007;37(6):1303-17. doi:10.1109/TSMCC.2007.905859.

Federal Emergency Management Agency, ‘Hazus’. 2022. Accessed: May 17, 2023.
[Online]. Available: https://www.fema.gov/flood-maps/products-tools/hazus.
Federal Emergency Management Agency Estimating losses from future earth-
quakes panel report; 1989. Accessed: May 17, 2023. [Online]Available:
https://www.fema.gov/sites/default/files/documents/femal76_estimating_losses_
future_earthquakes_panel_report.pdf.

Almoghathawi Y, Barker K, Albert LA. Resilience-driven restoration model for
interdependent infrastructure networks. Reliab Eng Syst Saf 2019;185:12-23.
doi:10.1016/j.ress.2018.12.006.

Davlasheridze M, et al. Economic impacts of storm surge and the cost-benefit
analysis of a coastal spine as the surge mitigation strategy in Houston-
Galveston area in the USA. Mitig Adapt Strateg Glob Change 2019;24(3):329-54.
doi:10.1007/s11027-018-9814-z.

Wild AJ, Wilson TM, Bebbington MS, Cole JW, Craig HM. Probabilistic vol-
canic impact assessment and cost-benefit analysis on network infrastructure
for secondary evacuation of farm livestock: a case study from the dairy in-
dustry, Taranaki, New Zealand’. J Volcanol Geotherm Res 2019;387:106670.
doi:10.1016/j.jvolgeores.2019.106670.

Ryan PC, Stewart MG. Cost-benefit analysis of climate change adapta-
tion for power pole networks. Clim Change  Aug 2017;143(3):519-33.
doi:10.1007/510584-017-2000-6.

Cimellaro GP, Solari D, Bruneau M. Physical infrastructure interdependency and
regional resilience index after the 2011 Tohoku Earthquake in Japan. Earthq Eng
Struct Dyn 2014;43(12):1763-84. doi:10.1002/eqe.2422.

Briere C, et al. Multi-hazard risk assessment for the schools sector in
Mozambique. Deltares 2018. Accessed: May 22, 2023. [Online]. Available:
https://www.gfdrr.org/sites/default/files/publication/1230818-002-ZKS-0008-r-
Multi-Hazard%20Risk%20Assessment%20for%20the%20Schools%20Sector%20in
%20Mozambique%20final.pdf.

Voinov A, Bousquet F. Modelling with stakeholders. Environ Model Softw Nov
2010;25(11):1268-81. doi:10.1016/j.envsoft.2010.03.007.

65

[67]

[68]

[69]

[70]

[71]

[72]

[731]

[74]

[75]

[76]

Resilient Cities and Structures 3 (2024) 55-65

Verschuur J, Koks EE, Hall JW. Port disruptions due to natural disasters: insights
into port and logistics resilience. Transp Res Part Transp Enviro. 2020;85:102393.
doi:10.1016/j.trd.2020.102393.

Schotten R, Bachmann D. Critical infrastructure network modelling for flood risk
analyses: approach and proof of concept in Accra, Ghana. J Flood Risk Manag 2023.
doi:10.1111/jfr3.12913.

Miihlhofer E, Stalhandske Z, Schlumberger J, Bresch DN, Koks EE, Sarcinella M.
Supporting robust and climate-sensitive adaptation strategies for infrastructure net-
works: a multi-hazard case study on Mozambique’s healthcare sector. presented at
the 14th International Conference on Applications of Statistics and Probability in
Civil Engineering Dubling, Ireland; 2023. 13.07.

Arosio M, Martina MLV, Figueiredo R. The whole is greater than the sum
of its parts: a holistic graph-based assessment approach for natural hazard
risk of complex systems. Nat Hazards Earth Syst Sci Feb 2020;20(2):521-47.
doi:10.5194/nhess-20-521-2020.

(BBK) Federal office of civil protection an disaster assistance. BBK; 2023. Defini-
tion of CI Hazards - KRITIS-Gefahren’ https://www.bbk.bund.de/DE/Themen/
Kritische-Infrastrukturen/KRITIS-Gefahrenlagen/kritis-gefahrenlagen_node.html
(accessed May 30, 2023).

de Moel H, Jongman B, Kreibich H, Merz B, Penning-Rowsell E, Ward PJ. Flood
risk assessments at different spatial scales. Mitig Adapt Strateg Glob Change Aug
2015;20(6):865-90. doi:10.1007/511027-015-9654-z.

Winter B, Schneeberger K, Huttenlau M, Stétter J. Sources of uncertainty
in a probabilistic flood risk model. Nat Hazards 2018;91(2):431-46.
doi:10.1007/511069-017-3135-5.

Tabandeh A, Sharma N, Gardoni P. Uncertainty propagation in risk and resilience
analysis of hierarchical systems. Reliab Eng Syst Saf Mar 2022;219:108208.
doi:10.1016/j.ress.2021.108208.

De Kleermaeker S, Verkade JS. A decision support system for use of probability fore-
casts. In: ISCRAM 2013 Proc. 10th Int. Conf. Inf. Syst. Crisis Response Manag. Baden-
Baden Ger. 12-15 May 2013; 2023. 2013, Accessed: Jun. 01[Online]. Available:
https://repository.tudelft.nl/islandora/object/uuid%3A3dc8f192-25fc-4b9c-a548-
fd78eb2caca5.

Zorn C, Pant R, Thacker S, Shamseldin AY. Evaluating the magnitude and spa-
tial extent of disruptions across interdependent national infrastructure networks.
ASCE-ASME J Risk Uncert Engrg Sys Part B Mech Engrg 2020;6(020904).
doi:10.1115/1.4046327.


https://doi.org/10.3390/su10103470
https://doi.org/10.1109/TSMCC.2007.905859
https://www.fema.gov/flood-maps/products-tools/hazus
https://www.fema.gov/sites/default/files/documents/fema176_estimating_losses_future_earthquakes_panel_report.pdf
https://doi.org/10.1016/j.ress.2018.12.006
https://doi.org/10.1007/s11027-018-9814-z
https://doi.org/10.1016/j.jvolgeores.2019.106670
https://doi.org/10.1007/s10584-017-2000-6
https://doi.org/10.1002/eqe.2422
https://www.gfdrr.org/sites/default/files/publication/1230818-002-ZKS-0008-r-Multi-Hazard\04520Risk\04520Assessment\04520for\04520the\04520Schools\04520Sector\04520in\04520Mozambique\04520final.pdf
https://doi.org/10.1016/j.envsoft.2010.03.007
https://doi.org/10.1016/j.trd.2020.102393
https://doi.org/10.1111/jfr3.12913
http://refhub.elsevier.com/S2772-7416(24)00002-4/sbref0069
https://doi.org/10.5194/nhess-20-521-2020
https://www.bbk.bund.de/DE/Themen/Kritische-Infrastrukturen/KRITIS-Gefahrenlagen/kritis-gefahrenlagen_node.html
https://doi.org/10.1007/s11027-015-9654-z
https://doi.org/10.1007/s11069-017-3135-5
https://doi.org/10.1016/j.ress.2021.108208
https://repository.tudelft.nl/islandora/object/uuid\0453A3dc8f192-25fc-4b9c-a548-fd78eb2caca5
https://doi.org/10.1115/1.4046327

	Data for critical infrastructure network modelling of natural hazard impacts: Needs and influence on model characteristics
	1 Introduction
	2 CIN modelling stages & data
	2.1 A generalised CIN modelling process in stages
	2.2 Data needs derived from CIN modelling process stages
	2.2.1 Mapping of infrastructure assets
	2.2.2 Quantification of dependencies
	2.2.3 Quantification of CI services
	2.2.4 Impacts of natural hazards
	2.2.5 Determination of response & recovery
	2.2.6 Appraisal of adaptation measures
	2.2.7 Validation, calibration & plausibility evaluation


	3 Framework to assess model implications due to data scarcity
	3.1 Introduction of case studies with varying model purposes
	3.2 Repercussions of data scarcity for every modelling stage in the presented case studies
	3.3 Influence of data scarcity on CIN model characteristics

	4 Discussion & outlook
	5 Conclusion
	6 Relevance to resilience
	Funding
	Declaration of competing interest
	CRediT authorship contribution statement
	Acknowledgement
	References


